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Pobota npucBsiueHa LOCMioKEHHIO, po3pobui, TEeCTyBaHHS i BNpOBaAXEHHS
metogornorii DevOps B CUCTEMY KepyBaHHSI ENEKTPOHHMMW AOKyMEHTaMu Ta
nyGnikauigamu, WNAXom CTBOPEHHS BIACHOrO iHTepHeT-MarasunHa Historium.

MeTta iHTepHeT-marasuHy Historium — npuBabutn KopucTyBaya [o
npuabaHHs eneKTPOHHONo KOHTEHTY Ta KOPUCTYBaHHA CaMWM KOHTEHTOM Y
Oyab-aKoMy Micui, HaBiTb nig Yac MobinbHOCTI. CucTtema OBrpyHTOBYETLCS iICHYHOYMM
iHTepHeT-marasMHoMm yakaboo.com, arne 3 BnacHUM iHTepdEenCcoM KOopuUcCTyBauya i
NOKpaLLEHHI (pyHKLiOHanNbHi MOXnIMBOCTI cuctemn. OCHOBHUA KOHTEHT Yy CUCTEMI —
€NeKTPOHHI KHUIM ByOb-SIKOro XaHpy.

dyHKUis camoi cnctemMm MiCTUTb B CcOBi peecTpauito Ta aBTopu3alii akayHTa,
MOXINUBICTb 3pO0OUTK 3aMOBMNEHHA TOBapa Ha CawnTi, OTPUMaHHA iHdopMauii woao
icTopil 3aMOBreHb, a TakoX aganTauis BigobpaxeHHsa Beb-canTa y cTauioHapHUX Ta
MOGinbHMX npuctpoiB. OcHoBHUMK 3agadamy DevOps-iHxeHepa y LbOMY MPOEKTI
Oyna niagTpumka i 3abeaneyvyeHHss UiNogoboBOro Micusi po3MilleHHs iHdopmauil B
¢rannoBOMYy CXOBULLI XMapHOrO CEpPBICY, a TaKOX BUMKOPUCTAHHA KoHBeepa Jenkins
3a ONOMOrol HanawTyBaHHsS Ta poboTu 3 nporpaMmHuM 3abesneveHHsam Docker.

Y AKOCTi METU OOCHILKEHHS € HAaCTYMNHI 3aBOaHHA:

e Ornag iHdopmauiMHOI cucTemMym wWoO[O i WBWAOKOCTI, HasIBHOCTI,
MacLuTabyBaHHs, NPOrHO30BAHOCTI Ta 11 CTINKOCTI.

e BusHauutn nporpamHi 3acobu (iHTepdencu API), aki possonaTb
oTpumMyBaTH iHpopmauito 3 6a3n gaHux.

e [lepeBipka [OOCArHYTUX pes3ynbraTiB  WOoOO  CTIMKOCTI  CUCTEMM,
30IMCHIOETLCA LINAXOM pearnisauil pesynsraTiB B OKPEMOMY TECTOBOMY
cepefoBULLi, WO 3HAXOAUTLCHA No3a MEXeK MNOTYXXHOCTEN | BUOUMOCTI
Camoro npoekKTa.

e 306iNbWKMTM YacTOTy BWUMNYCKY OHOBMNEHb (penisdiB) NpoeEKTa, LUAAXOM
BUKOpUCTaHHs ocHoBoto DevOps (development & operations) B camin
KOMaHAi NpoeKTa.

Mpu cknagaxHi 3BiTYy 6yno BukopuctaHo 16 nocunaHb Ha enekTPOHHI Axepena

iHpopmaui.
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BCTYT

Lincpposi TexHomnorii 3 KOXHUM OHEM MNPOHU3YITb Mawxe BCi cepu
naCbKOro XUTtd. Hemoxnueo 6yno ysiBuTK paHiwe 21 cToniTTA, WO Malxe KOXHa
noguHa dyae maTtu 3MOry YnTaTh yHiKanbHi KHUMM aBTOPIB YCbOro CBITY.

He BCi niogu malwTb 3MOry 3HanWTM HeobXigHMM maTepian y nanepoBoOMy
BapiaHTi B CBOIX KpaiHax. HaBiTb SKWO 3Haxoaunu, TO NPOMOHYyBanucb LiHW, B
3anexHoCTi Big NpoLecy BUrOTOBMEHHS, LHHOCTI MaTepiana Ta KinbKOCTi TMpaxy Ha
BECb CBIT.

3aBOAKM  TEXHOSMOrYHOMY MpOrpecy, KoXHa JfioavHa Mae MOXIUBICTb
npuadatn He nuwle KHWUry, a iHWi BN NMUCEMHOCTI, 3aBAAKN HAsIBHOCTI IHTepHeTY,
umdpoBisalii nanepoBux mMaTepianiB y enekTpoHHUK dopmart, a TakoX Habarato
KpaLle cripusie Toprisnsi.

OagHuM i3 KMYOBMX acnekTiB uMdpoBoi TpaHcdopMmauil € po3pobka Ta
BNpoBaMKEeHHS IHpOpMaLINHMUX CUCTEM KepyBaHHA €NeKTPOHHUMWU OOKYMEHTaMu Ta
nybnikauigamu. Cuctema He nuwe 3abesneyye BiNbHUMMA OOCTYN A0 OTPUMAaHHS
iHjopmauii, ane N peBOMOLUIOHI3ylOTb Cnocobu 30epiraHHA Ta MOKpaLWlyeTbCs
NOLLUMPEHHSA 3HAHb aBTOPIB KHUI cepep, NAcTBa YCbOro CBITY.

MpoekT mae BiAHOCUHWM 3 BuKOpUCTaHHAM DevOps — ue Habip npakTuk, LWo
noeaHye po3pobky nporpamHoro 3abesneyeHHs 3 KMOro 06GCAYroByBaHHAM i
ekcnnyaTauieto.[1]

DevOps He TinbkM BBaxaeTbCs Nnuwe Habopom npakTuk. Lle metogonoris
po3B'dA3aHb npobnem B3aemogii Mk IT-chaxiBusmm y kKomaHgi(-ax) Hag
NPOEKTOM(-aMn) BMPOAOBX XUTTEBOrO UMKMY, a came, NiABULLEHHSA LWBWAOKOCTI i
PO3ropTaHHs nporpaMHuMx 3abesnedyeHb. |i  TakoX BBaxalwTb IHCTPYMEHTOM,
ineonorieto, @inocoied KynsTypu i MOCTOM MK KOMaHgamm po3pobku Ta
eKkcnnyarauii.

DevOps Mae cBOT OCHOBHI NpUHUMNK, a came:

aBTOMaTU3aLia npoueciB po3pobku;

BUKOPUCTaHHS IHCTPYMEHTIB ANs KOHQirypauii Ta posroptaHHs M13;

3abesnevyeHHa HenepepBHOI iHTerpauili Ta HenepepsBHoi goctaBkm (CI/CD)

nporpamHoro Koay;
e CyMicHy poboTy KOMaHAMW Hag NPOEKTOM.

MeTtoo BukopuctaHHa Metogonorii DevOps € wBuake BAPOBaKEHHS
dyHKUiM Ta 3MiH B nporpamHe 3abe3nevyeHHs, 3HWKEHHA BMHUKHEHHSI MOMWIOK Ta
PU3KKiB, MOKpaLweHHs cTabinbHOCTI Ta HaAiMHOCTI CMCTEMW caMOro MNpoaykTa, a
TaKOX 3MEHLUEeHHS1 4Yacy UMKy po3pobku i 6Ginblw edekTMBHE BUKOPUCTaHHS
pecypciB NpoekTa.

MeTtoponoris nepenbadyae 36inblUEHHS KOMYHiKaLUil, B3aEMOPO3YMIHHA MixX
IT-cbaxiBusiMn B camin KOMaHAi.



HacTynHum KpokoM € nogaHHs AeTanbHOro TEXHIYHOro 3aBAaHHA 0 NPOEKTY.

Y pamMKkax ubOro 3BiTy po3rnagarTbCs KMNIEHTCbKA i CepBepHa YacTuHa, Lo
aBnde coboto Beb-caToM B IHTEpHETI, CTBOPEHMM OIS KOPUCTyBadiB, SKi
BUKOPUCTOBYOTb CTaLUioOHapHi Ta MOBISbHI NPUCTPOI.

3BIT cKnagaeTbCa 3 TPbOX pPO34iNiB, B AKMX OMUCYETLCA XapaKTePUCTUKM
YacTMHM po3pobKM, eTann po3pobkn Ta 3miHM Yy IT-npoekTi daxiBuem DevOps, a
TaKoX OTPUMaHHS pe3ynbraTty Nicns pO3ropTaHHA Ta TEeCTyBaHHS NPOAYKTY.

3aranbHuin BUCHOBOK YCiX YYaCHMKIB LLbOro MPOEKTY € CYKYMHICTIO 3BITiB LLOAO0
pe3ynstaTy AOCATHEHHS BUKOHAHHS BMIACHUX YaCTUH NPOEKTa.



TEXHIMHE 3ABOAHHA O MPOEKTY

3aranbHun onuc.

Mowyk iHCTpyMeHTIB Ta 3a40BONEHHA NoTped Ans kKomaHau po3pobku i nogansLuoi poboTu
nporpamHoro 3abesneyeHHs (M3) iHpopmaLinHOT cucTeMmn KepyBaHHS €NEKTPOHHUMU SOKYMEHTaMU
Ta nyonikauiamu.

MMig 3agoBoneHHsM notpeb aAns KomaHam po3pobKM, MAaeTbCA Ha yBa3i, CTBOPEHHS OCHOBHOIO
XMapHOro cepBepa 3 BipTyani3auieto, Lo J03BONMMTb BUKOPUCTOBYBATK HeobxiaHi naketu M3y
cepeposuLi Ubuntu Server 22.04.

Ons uboro, Tpeba BcTaHOBMTU Ta HanawTyeaTu M3 nginx, git, Node.js, npm, Docker, Docker
Compose, let’s encrypt/certbot B camomy 0CHOBHOMY BipTyanbHOMY CepBepi.

Okpemo Tpeba CTBOPUTMK 3aranbHOL4OCTYMNHE BipTyanbHe CXOBULLE OAHWX Y XMAPHOMY CepBici, Lo
A03BONMUTbL KOMaHAi po3pobHMKam oTpuMyBaTH iHPOPMaLLit0 CTOCOBHO CTaHy i BMICTY CaMoro
cxoBuLLa.

KomaHpa po3pobHukiB HagcMnatumMyTb doannm oo BipTyanbHOMo CXOBULLIA Y XMapHOMY CepBici, wob
Manun 3aMory oTpumyBaTu iHpopmaLito KOHKPETHOro dhanna, SK NOCUNaHHS.

Micnsa uux gin, 3a gonomoroto iHCTpyMeHTa Docker opraHisyBaTu po3ropTaHHa Ta CKnagaHHs
KOHTENHepiB Ha OCHOBHOMY BipTyanbHOMY cepBepi.

Oani, noTpibHO CTBOPUTW APYIrMin XMapHWIA BipTyarnbHWUI cepBep AN BCTAHOBIEHHS Ta HanalwTyBaHHS
iHcTpyMeHTa Jenkins, ons opraHisalii HenepepBHOI iHTerpalii Ta HenepepBHoi gocTtasku (CI/CD)
36ipkn koda 3 penoautopin npogykra y GitHub.

o6 maT MOXMMBICTb MOHITOPUTK YCi NpaLOOYi CUCTEMU NPOEKTa Ta 3bupaTt METPUKN, NOTPIOHO
CTBOPUTW TPETI XMapHU BipTyanbHUA cepBep, BCTaHOBUTW Ta HanawTysaTtu 13 Prometheus,
Grafana, Node Exporter, Jenkins Exporter.

Mpu3HayeHHs:

M3 opieHTYeTbCA Ha CTBOPEHHSI YMOBW BUKOPUCTAHHSA ANS HanawTyBaHb BipTyanbHUX XMapHMX
CepBepiB, a TaKOX BipTyanbHOro cxosuLla 3bepiraHHs cannis.

[ns iHdopmaUiiHOT CUCTEMW KEPYBaHHSI eNEKTPOHHUMW OOKYMEHTaMu Ta nybrikauissiMu CTBOPIOETLCSA
Beb-canT Historium, 3i cBOiMM yHiKanbHUMKN 0COBNMBOCTAMM Ta LiNbOBUM NPU3HAYEHHSAM.

Bumoru oo cdyHkuioHany:

1. [Ins cmeopeHHs1 xmapHO20 8ipmyarnbHO20 cepgepa ma cxosuuja 0 36epicaHHs alinie, Mae
suKopucmosygsamuck xmapHuti cepsic AWS.

2. BcmaHoeneHHs1 i HanawmygeaHHsI Ha OCHOBHOMY XMapHOMY 8ipmyaribHOMY cepseepi 3 ornepauiliHoK
cucmemoto Ubuntu Server 22.04 i 3 HacmynHUMU KomMroHeHmamu: nginx, git, Node.js, nom, Docker,
Docker Compose.

3. 3asaHmaxxeHHs1 periodumopiie GitHub npoekma Historium Ha ocHO8HUU xMapHuU gipmyarbHUl
cepsep.

4. CmeopeHHs1 XMapHO20 8ipmyaribHO20 cxosuwa 3bepicaHHs ¢halinie. Hanawmysamu io2o
3aecanbHodocmyrnHuM i Ha@amu Krrodu docmyrna 0o KoHmetiHepa koMaHOi po3pOobHUKaM.

5. Cmeopumu Dockerfile dns penozumopiie npoekma Historium Ha GitHub.

6. CmeopeHHs1 dpy2020 xmapHo20 8ipmyarnbHo20 cepsepa 3 OC Ubuntu Server 22.04, ecmaHosumu i
Hanawmysamu pobomy 13 Jenkins.

7. CmeopeHHs, HarlauimyeaHHs ma mecmyeaHHsi pipeline jobs 0ns Docker e camil Jenkins.

8. CmeopeHHs1 mpemb020 XMapHo20 8ipmyarnbHo20 cepsepa 3 OC Ubuntu Server 22.04,
ecmaHosumu i Hanawmyeamu pobomy 13 Prometheus, Node Exporter, Grafana.



ApxiTekTypa
3a knieHT-cepBepHOt0 apxiTekTypoto 13 mae ByTu cnpoekToBaHa 3 HACTYMHUMK PO3NoaiNneHnMu
BYy3namu:

e Mockup — Habop rpadiuHmx obpasiB iHTepdeNnciB cuctemm 3a BCiMa BUgamMm akTopis,
dYHKLUIN Ta NPUCTPOIB.
Frontend — 3aranbHun Burmsag iHTepdency knieHtcbkoro 3.
Backend — cepBepHe I3, saka 3abe3nedye B3aemogito 3 6a3oto gaHux, 30epexxeHHs Ta
06pobreHHs1 NoToYHNX AaHux. Hagae nporpamuum iHTepderic Bzaemogii (API) 3 iHWmnMK
BY3Mnamu npoekTa.
Mopgynb N3 noBnHHa mMaTu 3acib TecTyBaHHSA YHKLIOHANBHOCTI.

e DevOps — ponb cepBepHOi apxiTEKTYpH, sika BiANOBIAA€E 3a BNPOBaAXEHHS edPeKTUBHOT
po3pobku, aBToMaTMn3aLlii caMoi po3pobku, a TaKOX MOHITOPUHIOM i KepyBaHHAM
iHppacTpykTypoto npoekTa Historium 24/7 rognH.

TexHonorii
3a ponomoroto cucteMu koHTponi Bepcii M3 Git 2.34.1, NOBMHHO 34iNcHIOBaTUCh 36epiraHHs BUXIgHMX
Mns.

CTtpykTypa dannie Ta opraHisais Katanoris, NOBMHHI BigNoBigaTh apxitekTypi 13 HacTynHUM YnHOM:

Mockup
Frontend
Backend
DevOps

[1ns KOXXHOro 3 MoayriB peKOMeHOYETbCS (3 MOXIUBICTIO YaCTKOBOI 3MiHW) HACTYMHI TEXHOJOTIT
CTBOPEHHS:

e Mockup — BM3Ha4aeTbCst 0COBUCTO 3 KOMaHAOK Ta MEHTOPOM.
e Frontend — JS, HTML, CSS a6o JS dperimBopku, 3okpema Vue.js, React.js, Node.js
e Backend — MongoDB, Node.js.
e DevOps — nginx, nginx proxy, git-all, Docker, Docker compose, Jenkins, Prometheus,
Grafana, Node Exporter.
3BiTHiCTb

BuxigHuin ko4 noBMHEH OOOPMIIATMCA Y BiANOBIOHOCTI 4O 3aranbHONPUMHATMX CTaH4ApPTIB, Ha 3pa3okK
ctangaptie GNU 3a nocunaHHHaMm: http://www.gnu.org/prep/standards/, y ToMy 4ncni 3 AoAepXaHHAM
BMMOT O KOMEHTYBaHHS Ta JOKYMEHTYBaHHSI Koay.



PO3A11 1
SATAJIbHA XAPAKTEPUCTUKA CUCTEMA

3rigHO 3 TexHiYHMM 3aBgaHHsaM (T3) NpoekTy, cuctema cnpoekToBaHa 3a
KIIEHT-CEPBEPHOI0 apXiTEKTYPOIO pO3noainy.

TakMMm YNMHOM, apXiTEKTYPHI YacTMHM y cucteMm Bynu BioOKPEMIIEHI, a caMe:
Mockup
Frontend
Backend
DevOps

YacTtuHa Mockup € Habopom mogernen B3aeMopin, i NoBeaiHKM KOPUCTYBaYiB 3
iHbopMaUiHOK CUCTEMOIO.

Mogeni uiei 4acTuHK, ONUCYHTb B3AEMOLI0 YHIKANbHUX KOPUCTYyBayiB 3
iH(bopMaLiNHOK CUCTEMOID, @ TaKOX BMKOPUCTAHHSA MepexoniB MiX iHTepgencamm
cuctemn. [lpn CTBOpeHHi iHTepdpenciB Oynmu 3actocoBani nigxogn UI/UX,
KONMOpUCTUKA, a TakKoX MOXNUBICTb ajanTtyBatv nNIATPUMKY [OECKTOMHUX Ta
MOBINbHMX NPUCTPOIB.

KnieHTcbka yacTuHa cuctemu Frontend, npusHayeHa ana HagaHHS OOCTyny
KopuctyBadiB A0 (YHKUIN CUCTEMWU MNPOEKTA, LWMAXOM BUKOPUCTAHHA Bi3yanbHOI
4YaCTUHW iHTepenca cuctemm.

YactuHa Frontend BukoHaHa Ha 6asi nporpamHux 3abesnedveHb Vue.js 3,
JavaScript. Pecypcu uiei yactmHn, poamiweHi Ha peno3uTtopil GitHub npoekta
Historium 3a nocunanHam: https://github.com/historium-store/historium

YactnHa Backend € ueHTpanizoBaHuUM BY3roM 306epexxeHHa Ta 06pobneHHs
AaHUX CUCTEMW, MPOTArOM YCbOro XWUTTEBOrO UUKIY iHopMauinHol cuctemn. [1o
cknagy uiel YactTmHu € 6asa paHux NpoekTy Ta nporpamHun iHtepdenc (API)
AO0CTyny A0 (PYHKLiN caMol CUCTEMM, 30KpEMA, KeEPYBaHHS ToBapamMu, aBTopuaadii.

Takox yactnHa Backend BrvkoHaHa Ha 6asi nporpamHux 3abesnedeHb Node.js
Ta CYBL MongoDB. Pecypcu uiei 4acTuHu, po3miwieHi Ha penosuTtopii GitHub
npoekTa Historium 3a nocunanHam: https://github.com/historium-store/api

YactuHa DevOps 3abeaneyye poboTy yciel cepBepHOi YacTuHM cucTemu. 3a
AOMOMOrOK0 LLiET MeTogonorii, € cniBnpaus i KOMyHikauiss KomaHau po3pobHuKIB 3
cucTeMHUM agMmiHictpaTtopom abo DevOps-iHxxkeHepom ans Toro, wob 3abe3neunTn i
BUKOHATW NOTpebu Big kKOMaHOM PO3POOHUKIB.

Peanizauis yactnHn DevOps BUKOHaHa Ha 6asi nporpamHux 3abesneyeHb
Bin AWS, a came: Tpu xmapHux BipTyanbHux mawmH AWS Elastic Cloud 2 3i
BCTaAHOBMNEHOK onepauiiHoo cuctemoro Ubuntu Server 22.04, ogHe XxmapHe
BipTyanbHe cxoBuwe dannie AWS S3 bucket; nporpamHi 3abeaneyeHHs [0
onepauinHoi cuctemm Ubuntu Server 22.04: nginx, npm, let's encrypt/certbot,
Docker, Docker Compose, Jenkins, Prometheus, Grafana, Node Exporter.


https://github.com/historium-store/api

PO3aII 2
PEANI3ALIA CEPBEPHOI YACTUHU

Y peanisadii cepBepHOI 4YacTMHM iHGOPMAUIMHOI CUCTEMU BUKOPUCTaHI
HACTYMHi TEXHOMOTIl:

AWS (Amazon Web Services) — ue nnatdopma xmMapHux ob4ymcrieHb, sika
HaJae LWMPOKUA CMeKTp nocnyr And po3pobku, BNpOBafXXEHHS Ta KepyBaHHS
nporpamMHUMK gogatkamu i iHPPacTPyKTYpOK B XMapHOMY CepeioBULL.

3a ponomorot uiei nnatopMu, CAPOLYETLCA MOXIUBICTL CTBOpPHOBATU
BipTyanbHy MawwuHy 3a pJonomoroto Beb-cepsicy Amazon EC2, BuKopucTaHHS
iHcTpymeHTammn Vue.js, Node.js Ta iHWi, y XMapHOMy CepefoBULli, a TakKoX
CTBOPEHHS i BUKOPUCTaHHSA KOHTerHepa 36epiraHHs pannis Amazon S3 bucket, 3a
paxyHOK BUKOPUCTaHHS 0B4YncntoBanbHUX MNOTY>KHOCTEN KoMNaHil Amazon.

AWS BBaxaeTbCHA HaQiMHMM Ta NPOBIAHUM XMapHMM NPoOBangepoM, SKUN OOCI
3anuUIaeTbCsl  akTyanbHUM Ha puHKY. Lle HabGarato 6inblwniA  NPOEKT, HiXK
iHTepHeT-marasuH Amazon. MalTb CBOK  KiNbKICTb  KIIEHTIB, PI3HOMAHITTA
TEXHOMONMYHNX MNPOAYKTOBUX PpilleHb ANns BUKOPUCTAHHA, a Takok AWS e
MacwrtaboBaHo cuctemor. To6TO, CAPOLLYETbCA MOXIMBICTb MatuM OOCTYyn OO0
npogyktie AWS nosa mexer BnacHoro isuyHoro npuCTporo, i Le € OCHOBHOM
nepeBarod XMapHuX pilleHb.

MoyaTok poBOTM CYynpPOBOLXKYETHCA 3 BUKOPUCTaHHAM cepsicy AWS ans
CTBOPEHHSI XMapHOro cepeepa.

1. [Ana cTBOpeHHs xMapHux BipTyanbHux cepsepis 3 OC Ubuntu Server 22.04,
a came, BipTyanbHUX MawuH Ha 6as3i AWS, OyB BMKOPUCTaAHUN TUMYACOBWWA
GeskowToBHMI cepBic Amazon EC2 3 1noro posTtawyBaHHAM Yy M.DpaHKdypT,
HimeuunHa. MNepwa xmapHa BipTyansHa mawunHa AWS EC2 mae iM’s historium_store
i BB@XaETbCA OCHOBHOK 4epes3 Te, WO CaMe Ha L XMapHy BipTyanbHy MalluuHy
OyoyTb BCTAHOBMEHHI Ta HanawToBaHi HeoOxigHi nporpamHi 3abesnedeHHa Ons
poBOTK NPOEKTY i 3BEPHEHHSA KMIEHTIB, 3a Aonomoroto agpecu historium.store, 3rigHo
3 TEXHIYHUM 3aBOAHHAM [0 NPOEKTY.
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2. BctaHoBneHHs naketiB (NporpamHux 3abesneyeHb) nginx, git-all, npm,
let’'s encrypt/certbot, Docker, Docker Compose Ha OCHOBHII XMapHiu BipTyasibHin
MaLuuMHi Ha 6a3i Amazon EC2.

3. KonitoBaHHs 2-x peno3uTtopin npoekta Historium 3 GitHub, oo ocHoBHOT
XMapHOI BipTyanbHoi MawmnHn Amazon EC2.

4. CTBOpPEHHS TMUMYacOBOro 6Ge3KOLITOBHOIO KOHTeNHepa 36epiraHHsA annis
Amazon S3 bucket 3 1oro postawyBaHHAM y M.®paHKdypT, HimeuunHa.

B & ©® Govalv o his

m_dev @ 7660-1354-5690 v
Amazon S3 X Amazon'S3 ) Buckets ) historium-store-s3-eu

Buckets historium-store-s3-eu e
Access Points

Object Lambda Access Points

Multi-Region Access Points Objects Properties Permissions Metrics Management Access Points
Batch Operations
1AM Access Analyzer for $3 Objects (226)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll ne ant them permissions. Learn more [
Block Public Access settings for | C Actions ¥ Create folder @ Upload
this account 7 -
Q_ Find object 1 @
v Storage Lens
Dashboards O Name a| Type v | Lastmodified v | size v | Storage class v

AWS Organizations settings
O 012d3d49-1d11-481b-bbcb-
webp July 4, 2023, 00:23:22 (UTC+03:00) 577.7K8 Standard

604450111f7.webp
cature s t 02900¢fe-890a-44b4-80dd
Feature spotlisht @) o 0 ipg July 4, 2023, 00:36:48 (UTC+03:00) 4415KB  Standard
O July 4, 2023, 00:36:48 (UTC+03:00) 4855KB  Standard
» AWS Marketplace for 53 i Y
B o35de:
o ig July 4, 2023, 00:26:48 (UTC+03:00) 2587K8  Standard
9eaaed3b528
B 03de77ef-fb17-4441-8fb8-
(m) 544064 png July 3, 2023, 23:57:00 (UTC+03:00) 57.0KB Standard
O o05d2716f-6c
m] . iPg July 4, 2023, 00:39:14 (UTC+03:00) 2862K8  Standard
abéd2dacsfecipg
D 06472983-fc99-4c5b-9e6a-
O webp July 4, 2023, 00:10:46 (UTC+03:00) 2028K8  Standard
8149, webp
- dfb3-454c-as5d-
o iPg July 4, 2023, 00:34:45 (UTC+03:00) 206.9K8 Standard

[ 08476114-be3c-4fd7-8157-

] pne July 3, 2023, 23:59:02 (UTC+03:00) 178.8 KB Standard
Y= gy



5. 3miHa npaB BigobpaxeHHs KOHTeNHepa 36epiraHHA dannis Ha
3aranbHogocTynHun, 3a gonomoror JSON koay:

{
"Version": "2012-10-17",

"Statement": |
{
"Sid": "AllowPublicReadAccess",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::historium-bucket-eu/*"

6. MNowmnpeHHs CEKPETHMX KITHOYiB KOMaHAi po3pobHukam, wob manun amory
nepernagaru, BignpaenaTn Ta oTpuMyBaTth bannu 3 KoHTenHepa 36epiraHHA
drannie, 9K NOCUNAHHSA Ha caunT.

7. NpuabaHHa goMmeHHoro iMeHi historium.store i npue’siska imeHi go IP
agpecy OCHOBHOIO XMapHOro BipTyanbHoro cepsepy Amazon EC2 3a gonomoroto
BUKOPUCTaHHSA agMiHIiCTpaTopcbKol naHeni adm.tools Big XOCTUHry ukraine.com.ua.

=& v

O VPS @ Dedicated [ Cxosmua @ MongoDB @ Redis 0 W W loymentayin 4 UA @ = 0008 ID:782153 o
Aomenn histori HA fomeHy (DNS)
BUOeEpITS A [l Mepeim &

MmeHy (DNS)

+ Nogamusanuc  C' BCTaHOBUTH 32 3aMOBYYBaHHAM

CyGomen NS Tun Npiopurer Bawi

umstore @ Y Y Y A - 37125539 a8 x
- 3712539 a x

- 37125539 |8 x

= 3122253187 a8 x
- 3122253187 a x

g v v A . 22053107 Ll - |

historium store v X 10 mxt privateemail.com. a x
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8. HanawTtyBaHHSA Ha OCHOBHOMY XMapHOMY BipTyarnbHOMY cepBepi Amazon
EC2 historium_store 3BOpoTHOro npokci-cepeepy Ha 6asi nginx, a Takox
HanawTyBaHHS let’s encrypt/certbot ona oTpnmaHHsa cepTudikaTtiB Ha JOMEHHI iMeHa
historium.store gna apxitektypHoi YactuHn Frontend i api.historium.store gna
apxiTekTypHoi YacTnHmn Backend.

£ @ Fokhnes

0 ClowiShel  Fesdback  Language [ —

n-@e

B 4 @ Faktv historiom dev @ 7660-1354-5690 v

en 80;
er_name api.historium.sto

) L

quest_uri;

add_x_forwarded_for;

em; § managed by
y.pem; # managed b;

Bl To Bracket

i-0cc7746f05ba75d92 (historium_store) &3
PubliclPs: 3.71.255.39  PrivatelPs: 172.31.23.235

(5 Cloudshell_Feedback _ Language D e —
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Cxema po6oTtun Nginx proxy Ha 1-i XMapHOI BipTyanbHOT MallNHN:

AWS EC2
historium_store

Ubuntu Server 22.04

* historium.store

Nginx Proxy
api. historium.store

=

Backend Frontend

12



KoHdpirypauinHmii cbann nginx gns apxitTekTypHoi yactuHu Frontend AWS

historium_store:

}

server {

listen 80;
server_name historium.store www.historium.store;

if (Phost = api.historium.store) {

return 301 https://$host$request_uri;

} # managed by Certbot

location /{

proxy_pass http://127.0.0.1:5555;

proxy_http_version 1.1;

proxy_set _header Upgrade $http_upgrade;

proxy_set header Connection keep-alive;

proxy_set header Host $host;

proxy_cache bypass $http _upgrade;

proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_set header X-Forwarded-Proto $scheme;

server {

listen 443 ssl;
server_name historium.store www.historium.store;

ssl_certificate /etc/letsencrypt/live/historium.store/fullchain.pem; # managed by
Certbot

ssl_certificate_key /etc/letsencrypt/live/historium.store/privkey.pem; # managed
by Certbot

include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

location / {

proxy_pass http://127.0.0.1:5555;

proxy_http_version 1.1;

proxy_set _header Upgrade $http_upgrade;

proxy_set header Connection keep-alive;

proxy_set header Host $host;

proxy_cache_bypass $http_upgrade;

proxy _set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_set _header X-Forwarded-Proto $scheme;

13



KoHgirypauinHum dann nginx gns apxitektypHol YyactuHu Backend
historium_store:

server {
if ($host = api.historium.store) {
return 301 https://$host$request_uri;
} # managed by Certbot

listen 80;
server_name api.historium.store;

location /{
proxy_pass http://127.0.0.1:3333;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy _cache_bypass $http_upgrade;
proxy_set_header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set _header X-Forwarded-Proto $scheme;

}

server {

listen 443 ssl;

server_name api.historium.store;

ssl_certificate /etc/letsencrypt/live/api.historium.store/fullchain.pem; # managed
by Certbot

ssl_certificate_key /etc/letsencrypt/live/api.historium.store/privkey.pem; #
managed by Certbot

include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

location / {
proxy_pass http://127.0.0.1:3333;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy_cache_bypass $http_upgrade;
proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_ set header X-Forwarded-Proto $scheme;
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9. BctaHoBneHHst noptie 3000, 3333, 5000, 5555 ta 27017 Ha BXiA.

MopTtn 3000 Tta 3333 BCcTaHOBMEHI Ha BXig Yy HanawTyBaHHAX AWS EC2
historium_store gns Toro, wo6 3a 3BepHEHHSIM 0 agpecu XMapHOi BipTyanbHOI
MaLmHKM historium_store Bigobpaxxanucs enemeHTn apxitTekTypHol YyacTuHu Backend
(API).

Moptn 5000 Ta 5555 BcTaHoBMNEHI Ha BXig Y HanawTyBaHHAX AWS EC2
historium_store ans Toro, wWo6 3a 3BepHEHHAM A0 aApecu XMapHOI BipTyarnbHOI
MaLumHK historium_store Bigobpaxkanucs enemeHTn apxiTeEKTYpHOI YaCTUHN
Frontend.

MopT 27017 BCTaHOBNEeHUN Ha BXig y HanawTtyBaHHAX AWS EC2
historium_store gns Toro, wo6 3a 3BepHEHHSIM 0 agpecu XMapHOi BipTyanbHOI
MaLmHKM historium_store Byna MOXnMBICTb KOpUCTYBaTUCL Ba3or0 AaHnx Ha 6asi
mongoDB B pamkax po6otn Beb-canta npoekrta Historium.

B 4 @ Faktv historiom dev @ 7660-1354-5690 v

@© New EC2 Experienc subnet-08d0a5e19b7408605 [4
Teluswhatyou ¢

EC2 Dashboard

EC2 Global View Details Security Networking Storage Status checks Monitoring Tags

Owner ID Launch time
766013545690 Tue Jul 04 2023 00:43:13 GMT+0300 (BocTounan Espona, neThee spems)
h-wizard-1)
1
Security group rule ID Port range | Protocol Source s roupe Description
sgr-076b9b9797339a286 5000 TP 0.0.0.0/0 [ 2
50r-03¢2d888ef0b64309 3000 e 00.00/0 L z
sgr-08d65dd2ff548e2a2 5555 TCP 0.0.0.0/0 lay |24
sgr-09d1ed6aBefacadds 27017 cp 0000/0 L @z
sgr-07fd032fabb618be2 80 TP 0.0.0.0/0 I |24
5gr-014f8e6c0bb2e6b24 443 T 0000/0 L @z
5qr-0442f0a0f15d9e147 3333 TP 00.00/0 L 2
s9r-010dd98f969cfbdfe 2 T 0000/0 L ]
v Network & Security v Outbound rules
Q Fi | 1
Name Security group rule ID Port range | Protocol Destination Description
59r-0036015¢28806bc32 All All 0000/0 laund!

©2023, Amazon Web Services, Inc.or its affliates.  Privacy  Terms  Cookie preferences

(5 Cloudshell _ Feedback _ Langusge
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10. CtBOpeHHsA 2 obpasis Dockerfile ansa yactnHm Frontend i Backend Ha
OCHOBHOMY XMapHOMY BipTyarbHi MaLLuvHi, a Takox docker-compose.yml ons

aBTOMAaTUYHOIO PO3rOpPTaHHSA | aKkTUBAaLil KOHTENHEPIB.

FROM node:alpine
WORKDIR /historium
EXPOSE 5000

COPY package*.json .
RUN npm install
COPY ..

CMD ["npm"’ "run", "devll]

FROM node:alpine
WORKDIR /api
EXPOSE 3000

COPY package*.json .
RUN npm install
COPY ..

CMD ["npm", "run", "start"]
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version: '3'

services:
frontend:
build: ./historium
restart: always
ports:
- SFRONTEND_PORTS
environment:
- VITE_API_URL=$API_URL
api:
build: ./api
restart: always
ports:
- $BACKEND PORTS
depends_on:
- mongo
environment:
- PORT=$PORT
- SECRET=$SECRET
- JWT_EXPIRATION=$JWT_EXPIRATION

CONNECTION_STRING=mongodb://${MONGO_USERNAME}:${MONGO_PASS
WORD}@${MONGO_HOSTNAME}/?retryWrites=true&w=majority
- EMAIL_PASSWORD=$EMAIL_PASSWORD
- NODE_ENV=$NODE_ENV
- S3_ACCESS_KEY=$S3_ACCESS_KEY
- S3_SECRET_ACCESS_KEY=$S3 SECRET_ACCESS_KEY
- S3_BUCKET_REGION=$S3_BUCKET_REGION
- S3_BUCKET_NAME=$S3_BUCKET_NAME
- VONAGE_API_KEY=$VONAGE_API_KEY
- VONAGE_API_SECRET=$VONAGE_API|_SECRET
- BACKUP_DIR_PATH=$BACKUP_DIR_PATH
mongo:
image: mongo
restart: always
volumes:
- db:/var/lib/mongodb
environment:
- MONGO_INITDB_ROOT_USERNAME=$MONGO_USERNAME
- MONGO_INITDB_ROOT_PASSWORD=$MONGO_PASSWORD

volumes:
db:

17



10. PosropTaHHsa gpyroi BipTyanbHoi MawmHn Amazon EC2, sika mae im's
historium_store_devops.

3 - @Im

B 4 @ Fokutv historium_dev@7660-1354-5690 v
© New EC2 Experience ¢ EC2 ) Instances > i-09dd216a1b274042
Tl uswhat you tiok
Inst: summary for i-09dd216a1b27e4042 (historium_store_devops) info Connect | [ Instance state v_| [ Actions ¥
EC2 Dashboard Uy than a minute ago
EC2 Global View
Euent Instance ID Public IPv4 address Private IPv4 addresses
e 1-09dd216a1b27e4042 (historium_store_devops) 3.72.8.210| open address [4 172.31.20.44
v Instances 1Pv6 address Instance state Public IPv4 DNS
nstances - @© Running ec2-3-72-8-210.eu-central-1.compute. amazonaws.com | open address [4
Instance Types Hostname type Private IP DNS name (IPv only)
Launch Templates IP name: ip-172-31-20-44.eu-central-1.compute.internal ip-172-31-20-44.eu-central-1.compute.internal
Spot Requests Answer private resource DNS name Instance type Elastic IP addresses
Savings Plans 1Pv4 (A) t2.micro -
Reserved Instances Auto-assigned IP address VPCID AWS Compute Optimizer finding
Dedicated Hosts 3.72.8.210 [Public IP] vpc-0f1ab55d076ae37e7 [ ® Opt-in to AWS Compute Optimizer for recommendations. | Learn more [2
Capacity Reservations 1AM Role Subnet ID Auto Scaling Group name
- subnet-08d0a5e19b7408605 [ -
v Images
e IMDSV2
Optional
AMI Catalog
v Elastic Block 5t Details Security Networking Storage Status checks Monitoring Tags
astic Block Store
Volumes ¥ Instance details Info
Snapshots Platform AMI ID Monitoring
Lifecycle Manager Ubuntu (Inferred) ami-04e601abe3e1a910f disabled
v Network & Security Platform details AMI nam Termination protection
Linux/UNIX d/ub 4-amd64-server-20230516 Disabled
Security Groups
Elastic [Ps Stop protection Launch time AMI location
Disabled Thu Jul 06 2023 10:58:29 GMT+0300 (BocTouHan Espona, neTHee spems) (3 buntu-j 2. d ver-
Placement Groups days) 20230516
Key Pairs
Instance auto-recovery Lifecycle Stop-hibernate behavior
Network Interfaces Default normal disabled

[ Cloudshell  Feedback  Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences.

Micna yux gin, BCTaHOBMOETLCS | HanawToByeTbCA 13 nginx aHanorivyHo, sk
3 OCHOBHOIO BipTyarnbHOK MaLluHo historium_store. Ane koHirypauinHmm pann
nginx BigpisHaeTbes noptom 8080 i HasBoro camoro gomeHy jenkins.historium.store
Ans 3BepHeHHs Ao Jenkins.
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Cxema po6oTun Nginx proxy Ha 2-i XMapHii BipTyanbHin MaLUWHi:

AWS EC2
historium_store_devops

Ubuntu Server 22.04

* historium.store

Nginx Proxy

jenkins.

=

Cl/CD

|
Jenkins
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KoHdpirypauinHui cbann nginx gns apxitTektypHoi yactuHm DevOps y
XMapHin BipTyanbHin MawmHi historium_store_devops:

server {

listen 80;
server_name jenkins.historium.store;

if (Phost = jenkins.historium.store) {
return 301 https://$host$request_uri;
} # managed by Certbot

location /{
proxy_pass http://127.0.0.1:8080;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy_cache bypass $http _upgrade;
proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_set header X-Forwarded-Proto $scheme;

}

server {

listen 443 ssl; # managed by Certbot
server_name jenkins.historium.store;

ssl_certificate /etc/letsencrypt/live/jenkins.historium.store/fullchain.pem; #
managed by Certbot

ssl_certificate_key /etc/letsencrypt/live/jenkins.historium.store/privkey.pem; #
managed by Certbot

include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

location /{
proxy_pass http://127.0.0.1:8080;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy _cache_bypass $http_upgrade;
proxy_set _header X-Forwarded-For $proxy add_ x_forwarded_for;
proxy _set _header X-Forwarded-Proto $scheme;
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MopT 8080 BCTAaHOBNEHUN Ha BXiA y HanawTyBaHHax AWS EC2
historium_store_devops ans Toro, wo6 maTtn amory nobaumtu cant Jenkins 3a
3BEPHEHHAM 0 afipecu XMapHOI BipTyarnbHOI MawwmnHu historium_store_devops.

© New EC2 Experience 5

EC2 Dashboard
EC2 Global View

Events

<

Instances

Instances

In

ance Types
Launch Templates
Spot Requests
Savings Plans

Reserved Instances

Capacity Resen

v Images
AMIs
AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security

curity Groups

Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

(53 Cloudshell  Feedback _ Language

RNSWer PrIVate resource D
1Pva (A)

nstance type

t2micro

VPCID

076a¢:

37e7 [3

Subnet ID

08d0a5e19b7408605 [3

IMDSV2
Optional
Details | Security | Networking | Storage | Statuschecks | Monitoring | Tags
v Security details
1AM Role Owner 1D
- 766013545690
Security groups
59-03125adafb0c2d843 (launch-wizard-8)
¥ Inbound rules
Q_ Filter rules |
Name Security group rule ID Port range | Protocol
- 5gr-0453693d8bd91d3fc 443 cp
- 5gr-03b9e762e7142b620 2 T
- 50r-042691a3fd90801c 8080 T
- 59r-0fd919ec7208e86d7 80 P
¥ Outbound rules
Q_Filter rules |
Name Security group rule ID Port range | Protocol
- sgr-0572bda384e38eTeb Al Al

L 0

Frankfurt v

AWS Compute Optimizer finding

@opt

Auto Scaling Group name

Launch time

Thu Jul 06 2023 10:58:29 GMT+0300 (BocTouHa

0 - @ ©

historium_dev @ 7660-1354-5690 v

in to AWS Compute Optimizer for recommendations. | Learn more [2

pona, neTHee spems)

Description

Source Security groups

0.0.0.0/0 launch-wizard-8 [ -
00.0.0/0 launch-wizard-8 (4 -
0.0.0.0/0 launch-wizard-8 [4 -
0.0.0.0/0 launch-w 82 b

Destination

0.000/0

©2023, Amazon Web Services, Inc.

11. BctaHoBneHHs Ta HanawTyBaHHA Jenkins.

C Qa

® Jenkins

Dashboard

+ Cospare Item
88 Monssosarenn
B Vicropun cBopox
@ Hacrpours Jenkins
O My Views

Ouepeas c6opox

Ouepens c

Cocrosnue c6opukos

historium.store

3havok S M

Name 1

Historium Backend

Historium Backend Test

Historium Frontend

Historium Frontend Test

HistoriumDepProject

Tocneanwii ycnex

A4 nmnyT  #4

3auaduaca  #4

A4 nmnyr 44

2pnA18uacos  #17

H/A

Mocneanan weyaasa

H/A

3awAduaca #3

H/A

3aunt4uacos  #15

H/A

Icon legend N\ Atom feed for all

Security groups

Description

launch-wizard-8 [4 -

o)

TocIeHAR NPOROAKATERLHOCTS
049 cexyna

1 MunyTa 16 cexyna

0.41 cexywa

17 cexyna

H/A

N\ Atom feed for failures

@ Historium DevOps v

Terms  Cookie preferences

wn- @ ©

(> Buixop

2 pobasurs onucane

N\ Atom feed for just latest builds

REST API Jenkins 2.401.2
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12. CTBOpEHHSA Ta HanawTyBaHHA 2 pipeline jobs Historium Frontend CICD i
Historium Backend CICD B Jenkins.

< C (A © 6 jenkinshistorium.store/job/Historiumk20Frontend#20CIC - @ @

® Jenkins CEEEEE) o o oeor - o

Dashboard Historium Frontend CICD
B status Pipeline Historium Frontend CICD
</> Changes
7 pobasuts onncae
> Cobpars cefiuac
BuicriouTe npoexT
@ Hacrporiin
W Yaanure Pipeline Stage View
Q. Full Stage View
Delete Push dock
workspace Build docker sh docker Delete docker
& Nepenmenosare Docker version " Checkout Test N image to 2
before build image image locally
DockerHub
starts
@ Pipeline Syntax
773ms 126ms 1s 1s 20s 4s 125ms
&> Wcropun csopox Thea v @ . - ———— —
Q wnwrposars cGopxu / 8s
F
202 ~ 7 31s
2023, 22: v
23 £, 22:4 8 2 ‘ 451ms 142ms
Swon 202302240 e
o e
faed e

Dashboard > Historium Frontend CICD > Hactpoiika

Configure Advanced Project Options

2 Obuwme wacrponn ——

&% Advanced Project Options

@ Pipeline

Pipeline

Definition

e script v

Script 2

Use Groovy Sandbox 2

Pipeline Syntax
m i

REST AP Jenkins 2.401.2
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Historium Backend CICD

Dashboard

B staws

Changes

D Cobpars ceiiuac
@ Hacrpoiikn

W Yaanurs Pipeline
Q. Full Stage View

£ Nepenenosars

@ Pipeline syntax

&> Vcropu copok TRen,

Q Gunrposars cSopin

N Atom feed
N Atom feed

Pipeline Historium Backend CICD

Stage View
Delete
o . workspace
ocker version before build
starts
A 1s 148ms

Average stage times:
~1min 16s)

(Average full run tim

MocrosHHbIe ccbinkn

* Mocneanss cGopka (#4), 3 Awn 4 uaca Hazaa

Build docker

Checkout Test
image

12min 40s

18min 21s

faleq

31min 31s

wi-@ ©

> suixon

@ Historium DevOps v

i

7 pobasums onucanve

BLIKAtoUNTE MpORKT

Push docker Delete docker

image to
image locally
DockerHub
4s 148ms
66ms 61ms

faleq

taied|

85ms 55ms

taied|

Dashboard > Historium Backend CICD

Configure

€83 Obume HacTpoliku
2 Advanced Project Options

@ Pipeline

Hactpoika

Advanced Project Options

Pacumpentsie v

Pipeline

Definition

Pipeline script

Seript 2

Use Groovy Sandbox 2

Pipeline Syntax

Coxpanum, Mpumenyrs

REST API

Jenkins 2.401.2
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13. Pesynbratu po3ropTaHHsa Ta poboTtu npoekta Historium:

C @ © B nistoriumstore

foomia  Hoswan  Xipogaxis Mo kowiakio Al Kovrarw

TloAwHa B MOWYKaX CMPABXHBOO 9 Gauy, Bac UiKaBUTS niTbMa Tpucra noeaiit Hosi Temwi Biku. Kuwra 1. Konokis Kyn co6i Toit A0B6aHMM GyKeT: Ta Bpama Espony. IcTopis Ykpaim ein
cexcy. Mcuxonor y KoHuTa6opi . i CroCo6Y 3i6paTHCR AOKYNM BIA CKiChKUX BOEH 10 HeanexHOCTI
8 iel, KOTpiii B1anoce...

5002 3508 4682 08

NAP 2023
3 KOMEHTAPAIMH

YEPYNNINIA

st s

Cromumam. yuui Aueii Cenexa, Bermen. Kuura 1. Cya cos aKrop Yepumnns. ik onra mopuHa  Mpasuna JI0POXHE0ro Pyxy Ykpaiku MucTeuTso rosopuy. Taemuuui
Inukrer, Mapk Aspeniit ’ ’ — amikuna icTopiio 2023 3 KoMeHTapAMM T eheKTUBHOrO CinKyBaHHS
inocTpauismu i

4688 2488 3208
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® 8 historium.store

lonosHa  Hoswikn  XiTv npopaxia  [lpo komnaqiio Akl

L TAPICH L
FIATE 0K

CIIPABHHbOD

=

BTN TRk

IRRIILL EHLE FINER

HALTHRARN -
TN LA

MoaxHa B nowykax f1 bauy, Bac UikaBUTb NiTbMa TpucTta noesii
CNPaBXHbOro CeHCY.
Meuxonor y KOHUTabopi.-..

1302

Nokasath we

Cromnumam. Nyumin AHHeR BetmeH. KHura 1. Cyn cos
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Tenep, TaKk sK y Hac € yci HeobxigHi yMoBU Ansi poboTn NPpOoAyKTY, NOTPIGHO MaTn
MOXIUBICTb MOHITOPUTU CTaH NPOEKTY, LUIISIXOM PO3ropTaHHA OKPEMUX CEPBICIiB Ha
TPETiI XMapHiK BipTyasnbHi MaLUnHi.

[ns uboro, Ham NoTpibHi cepsicn Prometheus, Grafana, a Takox Node
Exporter.

Prometheus — ue nonynsipHe pilleHHs 3 BIOKPUTUM BUXIOHUM KOLOM,
Npu3Ha4eHe A5 MOHITOPMHIY Ta BiAnpaBneHHs NonepeaXeHb Ta ONTUMI3oBaHe Ans
KOHTEMHEPHUX cepenoBuLL,. [2]

Grafana — 6e3KolITOBHa cucTeMa Bidyanisauii 4aHunX, opieHTOBaHa Ha AaHi
cuctem IT-MoHITOpUHry. [3]

Node Exporter — areHT 360py MeTpUK 449 onepauiHnux cuctemM Ha 6asi agpa
Linux, po3pobneHuni ans BUKOPUCTAHHS 3 CUCTEMAaMM MOHITOPUHTY, TaKUMU K
Prometheus. BiH 36upae 6e3niy MeTpukiB CUCTEMM, TaKMUX AK BUKOPUCTAHHSA
npolecopa, nam'aTi, Mepexi, AUCKIB Ta iHWKuX. [4]

MpPOoAOBXKYETHCA CYNPOBOMKEHHSI BUKOHAHHS POGIT 3 BUKOPUCTAHHSAM cepBicy
AWS.

14. CTBOpPEHHS TPETLOI OKPEMOI XMapPHOI BipTyanbHOI MalNHKX Ha Gasi
Amazon EC2, aka mae iM’s historium_store_monitoring 4ns MOHITOpPIHrY cuctem
npoekTa i HanawTtysaHHA nopTis 3000, 9090, 9100 Ha BXiAa.

mazon.co

=x0-@®

Frankfurt v historium_dev @ 7660-1354-5630 v

@© New EC2 Exp: x ces > i-06211720ecdfaf62e
Telus what you think

nce summary for i-06211720ecdfaf62e (historium_store_monitoring) info G | [ connect | [ instance state v | [ Actions v

EC2 Dashboard

EC2 Global View

Public IPv4 address Private IPvA addresses

6211720ecdfaf62e (histori 3.122.253.187 | open address [4

| open
Hostname type Private IP DNS name (IPv4 only)
1P name: ip-172-31-24-208.eu-central-1.compute.internal & ip-172-31-24-208.eu-central-1.compute.internal
P Elastic IP ad
vPCID
vpc-0f1ab55d076ae37e7 4 f fations. | L e
Subnet ID
v Images - subnet-08d0a5e 1967408605 4
Mis
IMDSV2
AMI Catalog Optionat
v Elastic Block St
Details Security | Networking | Storag Statuschecks | Monitoring | Tag
lumes
Snapshots v Instance details Info
Lifecycle Manager Platform
Ubuntu (Inferred) 1a910f
v Network & Security
Platform details AMI name Termination protection
Linux/UNIX d/ub 4-amd6d-server-20230516  Disabled
Stop protection Launch time AMilocation
Disabled 9 2023 10:35:04 GMT+0300 (BocTouHan Espona, neTHee spems) & 2.04
5) 20230516
rfac Stop-hiber
disabled
(33 Cloudshell _ Feedback _ Language ©2023, Amazon Web Services, Inc.or its afilates.  Privay  Terms.
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MopTtn 3000, 9090 Tta 9100 BCcTaHOBMNEHI Ha BXig Y HanawTyBaHHAX AWS
EC2 historium_store_monitoring ansa Toro, wo6 matu amory noba4ntn poboty N3
Prometheus, Node Exporter Ta Grafana 3a 3BepHeHHsIM [0 agpecy XMapHOI
BipTyanbHOI MawnHK historium_store_devops.

2ws amazon.com/ec

=x0- @@

historium_dev @ 7660-1354-5690 v

'S Compute Optimizer for recommendations. | Learn more [4

@ New EC2 Experience X 3.122.253.187 [Public IP]
1AM Role
EC2 Dashboard -
EC2 Global View IMDSv2
Events Optional
¥ Instances Detail Security Networking Storag Status check: Monitoring Tag:

1AM Role Owner ID Launch time
- 766013545690 Sun Jul 09 2023 10:35:04 GMT+0300 (BocTouan Espona, neTHee Bpems)

Name Security group rule ID Port range | Protocol Source Description
sgr-0733fc46e18c5ed35 443 TP 00.00/0
sgr-05bad3f20f6ce1908 9100 T 0000/0
sgr-0a29a22b62ed62a25 3000 cp 0000/0
sgr-06afc749daab1b1ag 2 Tce 0000/0
59r-08a807fbfdbSefo21 80 T 0000/0
59r-02b0317e1e17b5edc 9090 cp 00.00/0

¥ Outbound rules
Q i | 1

Name Security group rule ID Port range | Protocol Destination Sec Description

59r-05ac66b15003d4239 All Al 0000/0 laun

[ — ©.2025, Amazon Web Servies nc.ort aflates, _Privacy _ Terms _ Cookie preferences

Micna yux gin, BCTaHOBMOETLCS | HanawToByeTbCA 13 nginx aHanorivyHo, sk
3 ABOMa nonepegHiMm XMapHUMK BipTyanbHUMU MalnMHaMn. Ane KoHgirypauinHum
dann nginx BigpisHaeTbcs noptom 9100 i Ha3BoK camMoro AOMeEHy
mon.historium.store ansa 3BepHeHHs go Grafana.
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Cxema po6oTtun Nginx proxy Ha 3- XMapHii BipTyanbHin MaLUnHi:

AWS EC2
historium_store_monitoring

Ubuntu Server 22.04

* historium.store

Nginx Proxy

mon.

=

Monitoring

Prometheus
Grafana
Node Exporter
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KoHdpirypauinHui cbann nginx gns apxitTektypHoi yactuHm DevOps y
XMapHin BipTyanbHin MawwmHi historium_store_monitoring ans N3 Prometheus:

server {

listen 80;
server_name prometheus.historium.store;

if (Phost = prometheus.historium.store) {
return 301 https://$host$request_uri;
} # managed by Certbot

location /{
proxy_pass http://127.0.0.1:9090;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy_cache bypass $http _upgrade;
proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_set header X-Forwarded-Proto $scheme;

}

server {

listen 443 ssl;
server_name prometheus.historium.store;

ssl_certificate /etc/letsencrypt/live/prometheus.historium.store/fullchain.pem; #
managed by Certbot

# managed by Certbot
include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot
ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

location /{
proxy_pass http://127.0.0.1:9090;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy _cache_bypass $http_upgrade;
proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_set _header X-Forwarded-Proto $scheme;

ssl_certificate_key /etc/letsencrypt/live/prometheus.historium.store/privkey.pem;
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KoHdpirypauinHui cbann nginx gns apxitTektypHoi yactuHm DevOps y

XMapHin BipTyanbHin MawwuHi historium_store_monitoring ans N3 Node Exporter:

server {

listen 80;
server_name nexp.historium.store;

location /{
proxy_pass http://127.0.0.1:9100;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy_cache bypass $http _upgrade;
proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_ set header X-Forwarded-Proto $scheme;

}

server {

listen 443 ssl;
server_name nexp.historium.store;

ssl_certificate /etc/letsencrypt/live/nexp.historium.store/fullchain.pem; #
managed by Certbot

ssl_certificate_key /etc/letsencrypt/live/nexp.historium.store/privkey.pem; #
managed by Certbot

include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

location / {
proxy_pass http://127.0.0.1:9100;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy_cache_bypass $http_upgrade;
proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_set _header X-Forwarded-Proto $scheme;
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KoHdpirypauiinmin pann nginx gns apxitektypHoi yactuHun DevOps y xmapHin
BipTyanbHin MmawmHi historium_store_monitoring ans N3 Grafana:

server {

listen 80;
server_name mon.historium.store;

if ($host = mon.historium.store) {
return 301 https://$host$request_uri;
} # managed by Certbot

location /{
proxy_pass http://127.0.0.1:3000;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy_set header Host $host;
proxy_cache bypass $http _upgrade;
proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_set header X-Forwarded-Proto $scheme;

}

server {

listen 443 ssl;
server_name mon.historium.store;

ssl_certificate /etc/letsencrypt/live/mon.historium.store/fullchain.pem; #
managed by Certbot

ssl_certificate_key /etc/letsencrypt/live/mon.historium.store/privkey.pem; #
managed by Certbot

include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

location / {
proxy_pass http://127.0.0.1:3000;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set header Connection keep-alive;
proxy _set header Host $host;
proxy_cache_bypass $http_upgrade;
proxy_set _header X-Forwarded-For $proxy add x_forwarded_for;
proxy_set _header X-Forwarded-Proto $scheme;
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15. BctaHoBsneHHs i HanawTtysaHHs 13 Prometheus, Node Exporter,
Grafana.

@ B prometheus historium.store/targets

9 Prometheus

Targets
All scrape pools ~ Unhealthy  Expand All Q

Scrape
Endpoint Labels Last Scrape Duration Error

instance

Scrape
Endpoint Labels Last Scrape Duration Error

instance="nexp.historium.store:80" job=""historium node exporter" 14.2:

Scrape
Endpoint Labels Last Scrape Duration Error

instance="prometheus historium.store80°  job="historium_prometheus" go 76

Node Exporter

Prometheus Node Exporter

Version: (version=1.6.0, branch=HEAD, revision=f{7{9d69b645cb691dd3e84dc3afc88f5c006962)

* Metrics
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B mon historiumstore/log

Welcome to Grafana

Email or username

[ Documentation | @ Support | & Com: 0 ource | v10.01 (5230620t

16. OTpumaHHs meTpik 3a gonomoroto Node Exporter i BinobpaxxeHHsa cTaHy

3a ponomoroto nnarivy Node Exporter Full ID 1860 B Grafana.

C @ © B nexphistoriumstore/metric

# 1ELP go_ge_duratlon ceconds A sumary of the pause duration of garbage collection cycle
# TYPE go_gc_duration Surm

g0_gc_duration )eLcndquuant)la o

B0 "0

80_gc_duration

1
# HELP go_memstats_alloc_bytes Number of bytes allocated and still in use.

# TYPE go_memstats_alloc | byt gues

go_memstats_alloc_bytes 2.22747;

# ELP go_semstrts_alloc bytes | mm Total number of bytes sllocated, even if freed.

# TYPE go_memstats_alloc_byte: our

i Tl Byie oA e

# HELP go_memstats_buck_hash_sys_bytes Number of bytes used by the profiling bucket hash table.

ERRLE e i sch s /s mmiee or ieas Dy ten]al heataatanaloci 1100 ose?
# TYPE go_memstats_heap_alloc_bytes gauge
go_memstats_heap_alloc_bytes 2.227472¢+06
# FELP go_memstats_hewp_idle bytes Nurber of hesp bytes waiting to be used
# TYPE go_memstats-heap idle bytes gauge
go_memstats_heap_idle. m:, 3.431572e106
ats_heap_inuse_bytes Number of heap bytes that are in use.

# TYPE go_memstats_heap_inuse_bytes gauge
go_memstats_heap_inuse_bytes 3.56352¢+06
ST e e pine el i
# TYPE go_memstats_heap_objects gauge
g0 menstats.heap. objects 17888
# HELP go_memstats_heap_released bytes Number of heap bytes released to 0S.
# TYPE go_memstats_heap_released_bytes souge

,_memstats_heap_released_bytes 3.145728e:
B L5 ouns e Ieap syaity axiRumbar of Hesp ycesloutatnea] from aysven!
s e T e
go_memstats_heap_sys_bytes 7.995392
# HELP go_memstats_last_gc_time BRCoiik ber of aconassTndel1ue ot st SartagelcaTisction’

total counter
go_memstats_lookups_total 6

# HELP go_memstats_mallocs_total Total number of mallocs

# TYPE go_mems

go_memstats_malloc

# HELP go_memstats_mcache_inuse_bytes Number of bytes in use by mcache structures.

# TYPE go_memstats_mcache_inuse_bytes g

go_memstats_mcache_inuse_bytes 1200

# HELP go_memstats_mcache_sys_bytes Numb:r of bytes used for mcache structures obtained from

)y mspan structures.
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@ B mon historiumstore/d/n
= Home > Dashboards T
D Gitub [ Grafana

historium_prol s - b historium_node_ex - Host:  nexp.historium.s

~ Quick CPU / Mem / Disk

CPU Busy Sys Load (5m avg) Sys Load (15m avg) RAM Used SWAP Used Root FS Used CPU Cores Uptime

1 2.5 hour
ROOtFS T.. RAM Total SWAP To.
8Gis 957 MiB 0B
~ Basic CPU / Mem / Net / Disk
CPU Basic Memory Basic

1
168

06:00  08:00 10:00 12:00 18:00 00:00 00 0600 0800  10:00 12:00
= RAM Total = Used — RAM Free

Network Traffic Basic Disk Space Used Basic

5Mb

00  00:00 O 12 0400 0600  08:00 10:00 12:00

/ Memory / Net / Disk

Memory Meminfo

17. OTpumaHHa MeTpik Jenkins 3a gonomoroto nnarivy Prometheus metrics i
CloudBees Disk Usage Simple 3 BigobpakeHHsIM CTaHy 3a 4ONOMOro Tabnuui
Jenkins: Performance and Health Overview ID 9964 B Grafana.

Dashboard > Hactpouts Jenkins > System

Path 2

prometheus

Default Namespace 2

default

Enable authentication for prometheus end-point 2

Collecting metrics period in seconds 2

Count duration of successful builds 2
Count duration of unstable builds 2
Count duration offaied builds 2
Count duration of not-built builds 2
Count duration of aborted builds 2
Fetch the tet resuls of buids 2

Add build parameter label to metrics 2

Add build status label to metrics 2

Process disabled jobs 2

Job attribute name 2

Build parameters that will be added as separate labels to metrics 2

e
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@ © B monhistoriumstore/d/ha

= Home > Dashboards

Processing speed

JVM free memory

Executor free

Job queue duration

00700

00600

Memory Usage

Sucessful Jobs

Executors health

1

14:42

Jenkins health

Aborted Jobs

14:48

JVM Uptime

Unstable Jobs

Job Duration

218 min
3285
1645
8195
4105

Queued rate

Jenkins nodes offiine CPU Usage

Failed Jobs enkins queue size

Executor In-use

36



PO3aII 3
PE3YINbTATN BUNPOBYBAHb

Pesynstaty BunpobyBaHb Ta peanisauii cepBepHOi YaCTUHM iHopMaLinHOT
CUCTEMU KEPYBAHHA €NEKTPOHHUMN JOKYMEHTaMuM Ta nybnikauismu, € LikaBoto Ta
yCnilwHo B peanisauii.

OcHoBHUIN dhoKyc ByB 3p0obreHnin Ha BUKOPUCTaHHS | HanawTyBaHHS
XMapHOro CepBEpY, a TaKOX XMapHOro cxosuLla 36epiraHHs dannis. 3a 4ONOMOro
BNpoBaakeHHs TexHonorii Amazon Web Services, Le 403BONUNO 3a40BOSIbHUTHU
notpebu KomaHAai po3pOBHKMKIB OO0 PO3MILLEHHA XMapHOro cepBepy i KOHTenHepa
36epiraHHa canni..

Came 3 uboro MOMeHTY BigbyBCS npouec novatky poboTu, a came,
BCTAHOBSEHHS Ta HanawwTyBaHHA HEOOXiAHNUX KOMMOHEHTIB ANs poboTK NpoekKTa.
[ns posropHeHHs koMmnoHeHTIB Git, Node.js, MongoDB, Docker, 6yna ctBopeHa
TMM4YacoBa 6e3KoToBHa BipTyanbHa MmawmnHa Amazon Elastic Cloud 2 Big AWS, 3i
BCTaHOBMNEHO onepadinHoto cuctemotro Ubuntu Server 22.04.

LLlo6 3abe3neuntn 6e3nepepBHE NOCTa4yaHHA Ta aBToMaTm3adii Npouecis, Ha
OKpeMOMY XMapHOMY BipTyanbHOMY cepBepi BAKOPUCTOBYETLCA IHCTPYMEHT Jenkins.
[Micns noro BCcTaHOBNEHHSA, Bynun CTBOpPEHi Ta HanawwToBaHi pipeline ansa 36ipku
npoekTta Historium 3 penosuTtopin GitHub Ta posroptaHHa y koHTenHepi Docker.
TakMm YMHOM, Lie JO3BOMNUITIO 3MEHLUNTU KifbKiCTb 3aMBUX rOAWH Ta 3yCUnng,
NoB'sA3aHNX 3 PO3POOKOID Ta BMNPOBAAKEHHSAM CEPBEPHOI YAaCTUHM IHPOPMALIMHOT
CUCTEMWN.

Y nigcymky, pesynstat BunpobyBaHb Ta peanisadii cepBepHOI YaCTUHU
iHdOpMaLiNHOT CUCTEMM KEPYBAHHSA ENEKTPOHHUMM AOKYMEHTaMKM Ta nybnikauismm,
AEeMOHCTPYIOTb YCNiX Y BNPOBa)KEHHI Cy4aCHUX iIHCTPYMEHTIB Ta NPaKTUYHUX
po3poboK, o 3abe3nevytoTb ePeKTUBHE BUKOPUCTAHHS NOTYXXHOCTEN NPOEKTA Ta i
MacliTaboBaHICTHO. | ronoBHe Te, WO KNiEHTW Ta rocTi Beb-canTty historium.store,
MalTb 3MOry KOPUCTYBaTUCb CamMuUM pecypcom 24/7.

KnieHTCbKi Ta cepBepHi YacTuHM nNpoekTa Historium, AOCTYNHI B HASABHOCTI
peno3uTtopin GitHub 3a nocnnaHHawm:

e https://github.com/historium-store/historium.git
e https://github.com/historium-store/api.qgit
e https://historium.store

37


https://github.com/historium-store/historium.git
https://github.com/historium-store/api.git
https://historium.store

BCHOBKU

PoarnaHynu iHdopmauiiHi cucteMu, siki BpaxoByHTb MOXIUBICTb 36epexXeHHs
Ta B3aemMopil Kopuctysaya 3 TOBapoOM.

3'dcoBaHoO, WO iCHyE TeHOEHUIA NOWMNPEHHSA MMCEMHOCTI Ta iHLWKX MaTepianis.
CTBOpEHHA Nnowlagky, Wo A03BONUTb 30mMpaTn HeobXigHi KHUMM Ta npoaaBaTth iX
yCiM KOpUCTyBa4aMm, Mae CEHC CTaTy NONYNSAPHUM.

Y sKocTi npuknagy, Ana peanisauii 6yna BubpaHa cuctema MOLIMPEHHA Ta
NPOoAaXy KHUT, LLUNAXOM CTBOPEHHS iHTEPHET-Mara3uHa.

BusHaunnu HeoOXxigHi nporpamHi 3acobu, a TakoX cepefoBuLle, Y SIKOMY
Oyoyte nepebyBatn pecypcu npoekTa. |HdopmauinHa cuctema KepyBaHHS
enekTPOHHMMKN OOKyMeHTaMu Ta nybnikauismn 6yna cnpoekTtoBaHa, pearisoBaHa Ta
BUNpobyBaHa cepeq KOMaHaM NPOEKTa.

Cuctema mae posnogineHy apxitektypy "kKnieHT-cepBep" Ta cknagaetbcs 3 3
KOMMOHEHTIB:

Mockup
Frontend
Backend
DevOps

Cuctema Oyna BunpobyBaHa LUMSAXOM BUKOPWUCTAHHSA NPOAYKTY 4epes
AECKTOMNHy Bepcito bpaysepa Ta y MObGInNbHIN Bepcii. Yci pesynsraty 3aranbHoi
npauesgaTHoOCTI cuctemu Bynu nNiaTBEPAXKEHI.
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MEPENIK BUKOPUCTAHMUX TEXHONOI N ANA PO3POBKU
CEPBEPHOI YACTW/HM

1. Tutorial: Get started with Amazon EC2 Linux instances
URL: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2 GetStarted.html

2. GitHub
URL: https:/docs.github.com/ru/get-started/using-git/about-git

3. Nginx documentation

URL:https://nginx.org/en/docs/?_ga=2.127011272.456524962.1688913328-1431179894.168891
3328

4. Part 2.2 - Install Nginx and configure it as a reverse proxy server

URL:https://learn.microsoft.com/en-us/troubleshoot/developer/webapps/aspnetcore/practice-trou
bleshoot-linux/2-2-install-nginx-configure-it-reverse-proxy

5. How To Install Node.js on Ubuntu 22.04
URL: https://www.digitalocean.com/community/tutorials/how-to-install-node-js-on-ubuntu-22-04

6. Install Docker Engine on Ubuntu
URL:https://docs.docker.com/engine/install/ubuntu/

7. Let's Encrypt documentation
URL.: htt

8. User documentation Jenkins
URL: https://www.jenkins.io/doc/book/installing/linux/

9. Publish Over SSH
URL: https://plugins.jenkins.io/publish-over-ssh/

10. Prometheus Overview
URL: https://prometh . intr tion/overview,

11. Grafana Documentation
URL: https://grafana.com/docs/grafana/latest/

12. Biki ukraine.com.ua
URL: https://www.ukraine.com.ua/uk/wiki/
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https://nginx.org/en/docs/?_ga=2.127011272.456524962.1688913328-1431179894.1688913328
https://nginx.org/en/docs/?_ga=2.127011272.456524962.1688913328-1431179894.1688913328
https://learn.microsoft.com/en-us/troubleshoot/developer/webapps/aspnetcore/practice-troubleshoot-linux/2-2-install-nginx-configure-it-reverse-proxy
https://learn.microsoft.com/en-us/troubleshoot/developer/webapps/aspnetcore/practice-troubleshoot-linux/2-2-install-nginx-configure-it-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-install-node-js-on-ubuntu-22-04
https://docs.docker.com/engine/install/ubuntu/
https://letsencrypt.org/docs/
https://www.jenkins.io/doc/book/installing/linux/
https://plugins.jenkins.io/publish-over-ssh/
https://prometheus.io/docs/introduction/overview/
https://grafana.com/docs/grafana/latest/
https://www.ukraine.com.ua/uk/wiki/

NEPENIK BUKOPUCTAHUX OXEPE

DevOps kynbTypa: sik nobyaysati edpekTUBHY KOMaHay?
URL.: https://www.superprof.com.ua/blog/shcho-take-devops/

Amazon Managed Service for Prometheus
URL: https://aws.amazon.com/ru/prometheus/

Grafana 4To 37O 1 3a4€eM HYXHO?
URL: https://www.mivocloud.com/r

MpeBeHTMBHbLIN MOHUTOPUHT Ha 6a3e Prometheus/VictoriaMetrics, Grafana: npaktuka DevOps

URL.: https://qgitinsky.com/preventive-monitoring
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